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Intrapulse Radar-Embedded Communications via
Multi-objective Optimization

D. Ciuonzo, A. De Maio, G. Foglia, M. Piezzo

Abstract—We deal with the problem of intrapulse radar-
embedded communication, and propose a novel waveform design
procedure based on a multi-objective optimization paradigm.
More specifically, under both energy and similarity constraints,
we devise signals according to the following criterion: constrained
maximization of the Signal-to-Interference Ratio (SIR) and
constrained minimization of a suitable correlation index (which
is related to the possibility of waveform interception). This is
tantamount to jointly maximizing two competing quadratic forms
under two quadratic constraints, so that the problem can be
formulated in terms of a non-convex multi-objective optimization.
In order to solve it, we resort to the scalarization technique, which
reduces the vectorial problem into a scalar one using Pareto
weights defining the relative importance of the two objectives.
At the analysis stage, we assess the performance of the proposed
waveform design scheme in terms of Symbol Error Rate (SER)
and the so-called “intercept metric”.

Index Terms—Communication symbol design, Low-Probability
of Intercept (LPI) communications, Radar-embedded commu-
nications, Multi-objective optimization problem, Pareto-optimal
points, Radio Frequency IDentification (RFID).

I. INTRODUCTION

THE CAPABILITY of establishing a covert communica-
tion has always represented a critical issue for defense-

related applications, where one among the key aspects is the
possibility to hide sensitive information to hostile interceptors.
Along the years, various strategies have been proposed as
viable means of masking the data transmission; excellent
discussions on the topic can be found in [2], [3].

An interesting option consists in directly exploiting a wave-
form which is already present in the probed environment, such
as pre-existing communication transmissions [4] or the actual
radar backscattered interference [5], [6], [7]. In this case, a
radio frequency tag/transponder, such as a Radio Frequency
IDentifier (RFID) [8], is first employed to suitably remodulate
the incident radiation, then to embed the devised communica-
tion signal in the ambient electromagnetic background, thus
providing a natural masking in dense and cluttered environ-
ment. The research production for this class of approaches has
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been quite fertile; in fact, starting from the seminal work of
[9] (who introduced the idea of using modulated reflectors for
communication), various tag-based Radar-EMbedded (REM)
modulation techniques have been proposed. We may cite, for
instance, [5], [10], and [11], where the radar illumination
is modulated on an inter-pulse basis applying phase-shift
sequences over known Coherent Processing Intervals (CPI).
However, even though a Low Probability of Intercept (LPI) is
ensured (since the signaling is covert by the radar backscatter),
a low data-rate is provided (in the order of bits-per-CPI). Such
data rate can be acceptable only in very special cases [2] but,
unfortunately, in general the aforementioned rate is too low to
establish an acceptable communication link. More recently, in
[12] an overview discussion on possibilities and challenges for
co-existence of radar operations and communication systems
was provided. Additionally, a theoretical study on achievable
information bounds for radar and communication systems co-
existence appeared in [13].

In [2], the authors propose a novel intrapulse REM commu-
nication procedure based on the remodulation of the incident
radar signaling, through an RF tag/transponder (within the
probed environment), into one of the possible K different
communication waveforms (acting as information symbols).
Three approaches to the waveform design problem have been
presented and thoughtfully investigated. The idea is to properly
exploit the natural masking provided by the ambient scatter,
by devising symbols sharing a certain correlation with the
surrounding radar reflections, so as to make very hard the
recovery of the information for a hostile eavesdropper (thus
ensuring a LPI). Moreover, the transmit sequences are suf-
ficiently separated (ideally orthogonal) with one another in
order to minimize the mutual interference, thus ensuring a
low Symbol Error Rate (SER) or Bit Error Rate (BER), and
should be distant enough from the backscatter in order to
allow the intended receiver to correctly extricate the useful
signal. This is achieved designing communication waveforms
that reside in (or very close to) the passband of the incident
radar illumination, temporally (fast-time phase and amplitude)
modulating them in order to possess a manageable level of
correlation with the radar scattering. Further developments of
the proposed approach are also presented in [3], where two
notable enhancements consist in the assessment of the benefits
of time-reversal for multipath mitigation and a combined two-
stage detection/waveform classification scheme for destination
receiver to self-synchronize without the need for prior cueing.

Intuitively, a tradeoff exists between the desire of ensuring
a low SER and keeping a “low profile” in the communication.
In fact, from one hand, in order to ensure that the embedded
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signal is LPI, the power injected by the tag has to be
kept adequately below the ambient scattering level, and the
correlation with the backscatter has to be sufficiently high;
on the other hand, in order to guarantee satisfying commu-
nication error performance, a certain Signal-to-Interference
Ratio (SIR) has to be achieved, and a suitable separation
from the backscatter interference has to be assured. Therefore,
following the hint of [2], in the present paper, we propose an
intrapulse REM communication design procedure based on
the joint optimization of the two aforementioned (conflicting)
objectives; namely, we aim at producing weakly-correlated
symbols capable of maximizing the SIR and minimizing
the probability of intercept. The resulting waveform design
problem can be cast into a non-convex multi-objective opti-
mization. The problem is solved with the help of the so-called
“scalarization technique”, i.e. the original vectorial problem is
reduced into a scalar one via the use of the Pareto-optimal
theory[14], [15], [16]. We prove that optimal points of the
scalarized problem can be always found exploiting hidden
convexity through the use of semidefinite programming and
the rank-one decomposition theorems [17], [18]. Then, the
proposed signals are chosen as Pareto-optimal points of the
previously mentioned multi-objective optimization problem.
The proposed approach can be seen as a general framework for
REM waveform design and includes, as special instances, the
simple (but yet effective) waveform designs provided in [2].
Notice that, in [2], it is shown that satisfactory SER values
can be achieved suitably canceling the clutter contribution
in the dominant portion of the eigenspectrum; this task is
accomplished via a Decorrelating Filter (DF) since, in that
case, the standard matched coherent receiver does not ensure
an adequately low communication error rate. Conversely, as it
will be shown later, the proposed approach attains interesting
SER behaviors even when a Matched Filter (MF) is employed.

The rest of the paper is organized as follows. In Sec. II,
we introduce the received signal model while in Sec. III we
discuss the figure of merits to optimize. In Sec. IV, we formu-
late the waveform design problem, and present the algorithm
providing Pareto-optimal waveforms. In Sec. V, we assess the
performance of the proposed method also in comparison with
the intrapulse REM communication techniques of [2]. Finally,
in Sec. VI, we draw conclusions and outline possible future

research tracks; proofs are deferred to the Appendices1.

II. SYSTEM MODEL

We consider the same model as in [2]. Precisely, let s(t),
t ∈ [0, T ], be the complex-baseband (with bandwidth B) of
the transmit radar waveform illuminating a given area. After
filtering, by sampling s(t) at the Nyquist rate (i.e., B complex
samples/second), a tag would obtain a discrete representation
of the radar waveform, collected in N ≈ BT complex
samples. However, at Nyquist rate, the radar waveform fully
occupies the unambiguous bandwidth, thus leaving no spectral
region where the symbol could be embedded.

Therefore, in order to acquire additional design Degrees-
Of-Freedom (DOFs), the tag oversamples the incident wave
at a rate of MB complex samples/second, with M > 1 being
the oversampling factor: by doing so, additional spectrum can
be exploited so as to earn a new covert region where the
communication signal can be embedded. An example is herein
given in Fig. 1a, where the amplitude spectrum of s(t) for a
real-valued Linearly Frequency Modulated (LFM) signal with
one-sided bandwidth 750 kHz and duration T = 133µs is
shown. The oversampling factor is set to M = 2, so that the
useful bandwidth is actually doubled; notice that this operation
makes available a new frequency region in the spectral tail of
the oversampled sequence. Of course, by properly setting M ,
it is possible to decide how much additional spectral space
(viz. DOFs, cf. Fig. 1b) can be made available at the tag2.

Let s ,
[
s(1) s(2) . . . s(MN)

]T
be the column

vector containing the MN samples. As shown in [2], a discrete
representation of the radar backscattering model involves the
convolution of the discretized sequence s with the discretized
version of the aggregate ambient scattering, which can be alter-
natively expressed in terms of the matrix multiplication in Eq.
(1), where x ∈ C(2MN−1)×1 contains the range samples of the
aggregate ambient radar scattering, and S ∈ CMN×(2MN−1)

is the matrix accounting for the shifted versions of the il-
luminating radar waveform. Also, let ck, k = 1, . . . ,K, be
the k-th devised embedded symbol. Therefore, the discretized
signal (when k-th waveform is transmitted) at the (intentional

1Notation - We use boldface for vectors a (lower case), and matrices
A (upper case). The n-th element of a and the (m, `)-th entry of A
are denoted by a(n) and A(m, `), respectively. The transpose, conjugate,
Hermitian, Euclidean norm, real part and trace operators are denoted by the
symbols (·)T , (·)∗, (·)†, ‖·‖, <{·} and tr(·) respectively. I and 0 denote
the identity matrix and the matrix with zero entries (when not underlined
through a subscript, their size will be easily understood from the context),
respectively. RN , CN , and HN are the sets of N -dimensional vectors of
real numbers, the sets of N -dimensional vectors of complex numbers, and
N × N Hermitian matrices, respectively. Given a vector a ∈ CN , diag(a)
indicates the N -dimensional diagonal matrix whose i-th diagonal element is
a(i), i = 1, . . . , N . The curled inequality symbol � (and its strict form
�) is used to denote generalized matrix inequality: for any A ∈ HN ,
A � 0 (resp. A � 0) means that A is a positive semidefinite (resp. positive
definite) matrix. R(X) denotes the range space of the matrix X . For any
x ∈ C, |x| represents its modulus.The letter j denotes the imaginary unit (i.e.
j =
√
−1). E [·] and var [·] denote the statistical expectation and variance,

respectively. Furthermore, CN (0,R) denotes a complex-valued multivariate
Gaussian pdf with zero mean vector and covariance R. Finally, for any
optimization problem P , we denote with v(P) its optimal value.

2Clearly, the oversampling factor M cannot be increased indefinitely,
since constraints on both electromagnetic compatibility and simplicity in
tag/intended receiver hardware design have to be met.
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Sx =


s(MN) s(MN − 1) . . . s(1) 0 . . . 0

0 s(MN) . . . s(2) s(1) . . . 0
...

...
. . .

...
. . .

...
...

0 0 . . . s(MN) s(MN − 1) . . . s(1)

x , (1)

and/or unintentional) receiver can be expressed, after perfect
timing synchronization, as the following MN × 1 vector3:

yrk = αck + βSx+ n , (2)

where α ∈ C is the (unknown) echo amplitude (accounting
for the transmit amplitude and channels propagation effects),
β ∈ R+ subsumes the strength of the interference sources,
and n ∈ CMN×1 is the vector of the noise samples.

Without loss of generality, with reference to x and n,
we draw out both the vectors from independent white Gaus-
sian distributions, that is x ∼ CN

(
0, 1

MN I
)

and n ∼
CN

(
0, 1

MN I
)

in order to account for the average power of
the embedded communication signal and that of the auto-
interference directly in α and β, respectively. Indeed, by doing
so, the input Signal-to-Noise Ratio (SNR) and SIR when k-th
waveform is transmitted are given by:

SNRk , E
[
‖αck‖2

]
/E
[
‖n‖2

]
= |α|2 ‖ck‖2 ; (3)

SIRk , E
[
‖αck‖2

]
/E
[
‖βSx‖2

]
=
|α|2 ‖ck‖2

β2 ‖s‖2
. (4)

III. PERFORMANCE MEASURES

In this section we focus on the key performance measures
to optimize or control in the selection of the modulating code.

A. Output SIR

As already stated, it is necessary, for demodulation purposes
at the intended receiver, to have the exact knowledge of the K
possible communication symbols transmitted by the tag. Thus,
a set of properly designed K filters, say wk, k = 1, . . . ,K,
are assumed at receiver side. Given the signal model (2), the
normalized (output) SIR for the k-th REM communication
waveform is:

SIRo,k ,
1

MN

E
[
|w†kck|2

]
E
[
|w†kSx|2

] =
|w†kck|2

w†k(SS†)wk
. (5)

It is well known [19] that the filter maximizing (5) has the
form w?

k = (SS†)−1ck, which, after substitution, leads to the
optimized k-th normalized SIR:

SIR?o,k = c†k(SS†)−1ck. (6)

The latter metric will be used as a performance measure to
achieve low values of SER.

3Hereinafter we will use the notation yr when the actual symbol transmitted
is not known at the receiver.
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Figure 1: Complex baseband for a LFM signal with B =
750 kHz, T = 133 µs, N = 100, M = 2; a) amplitude
spectrum; b) sorted eigenvalues of SS†.

B. Orthogonal projection

Using model (1), we can obtain a suited orthogonal basis
for the waveforms design, computing the eigendecomposition
of the correlation matrix of S, i.e.

SS† = V ΛV †, (7)

where Λ = diag
([
λ1 λ2 . . . λMN

]T)
is the diagonal

matrix of the eigenvalues of SS† (sorted in increasing magni-
tude, i.e. λi ≤ λi+1), whereas V = [v1 v1 . . . vMN ] contains
the corresponding MN eigenvectors. Those belonging to the
non-dominant space possess the least correlation with the
ambient scatter; thus, they can be exploited to design our
communication symbols, so as to lower the SER, at the price
of a higher probability of intercept (since the communication
symbols are not sufficiently “covered”). Following the so-
called “Dominant Projection” (DP) approach of [2], we focus
on projecting away the designed waveform ck from the
dominant subspace.

To this end, let us define the following quantities:
• The eigendecomposition SP,k−1S

†
P,k−1 =

VP,k−1ΛP,k−1V
†
P,k−1, where SP,k−1 ,[

S c1 · · · ck−1
]

∈ CMN×(2MN+k−2),
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k = 1, . . . ,K, is the matrix obtained comprising
S with the first (k − 1)-th communication waveforms,
with the eigenvalues sorted in increasing magnitude
(when k = 1, SP,0 = S, VP,0 = V , and ΛP,0 = Λ
hold).

• The specific index L of the eigenvectors belonging to the
non-dominant space, but close enough to the dominant
eigenspectrum. Indeed, L should not be chosen very
large, as this would imply projection of part of the com-
munication waveforms energy into the dominant space,
thus leading to performance loss in terms of SER (and
possibly interference to the radar receiver). On the other
hand, L should not be taken very small, as this would
cause a reduction in the DOFs available for the waveform
design. For instance, a typical choice of L would be
L = (M − 1)N , i.e. considering the relevant energy of
the radar waveform confined to highest N eigenvalues.

• VD,k−1 ,
[
vL−(k−1)+1 · · · vMN

]
contains the

(MN−L+k−1) eigenvectors comprising the dominant
space of VP,k−1.

• P⊥k−1 , VD,k−1V
†
D,k−1 and Pk−1 , (I − P⊥k−1), k =

1, . . . ,K, where Pk−1 projects any waveform away from
the space defined by the (MN − L + k − 1) vectors of
the dominant space of VP,k−1.

Then, we search for waveforms complying with

P⊥k−1ck = 0 , k = 1, . . . ,K . (8)

This strategy ensures weak correlation among the devised
signals (viz. mutual orthogonality in the ideal case of a sharp
decay of the dominant space and equal non-dominant space
eigenvalues); moreover, due to the projection operation, the
dominant space is involved as a whole, which confers to the
design procedure an improved robustness with respect to other
approaches which are based on the individual eigenvectors (as
it has been pointed out and also shown in [2]). Before pro-
ceeding further, we remark that a slightly different procedure
(which is also intended to ensure projection away from the
dominant space) has been successively proposed in [3]. In this
latter case, the design of k-th waveform is obtained as follows:

ck = P0 sk , k = 1, . . . ,K, (9)

where the sk’s are suitably chosen seeds, i.e. drawn from a
pseudo-random sequence [3]. However, in this manuscript,
we only consider the first approach (i.e. Eq. (8)) for the
following reason. Indeed, the first approach allows to keep the
overall computational complexity of our proposed waveform
design under control. Indeed, enforcing a simultaneous mutual
orthogonality for all the waveforms, constructed according to
Eq. (9), would lead to a (possibly non-convex) joint optimiza-
tion for the entire waveform set, with corresponding dramatic
increase of computational complexity. On the other hand,
adoption of the metric in Eq. (8) allows for a natural sequential
(and with reduced complexity) design of the waveforms ck,
as it will be shown hereinafter.

C. Energy constraint
A critical aspect is represented by the energy radiated from

the tag. Indeed, the power injected in the illuminated area has

to be properly tuned, so as to balance between an acceptable
SER and a satisfying LPI. Moreover, another key aspect, from
a practical point of view, is the actual energy source of the
tag, since no battery or power source may actually be present
to supply an active transmission (this may be the case of
passive or semi-passive transponder, where a simple passive
reflection occurs). Based on these reasons, we enforce an
energy constraint, namely:

‖ck‖2 = 1 , k = 1, . . . ,K . (10)

D. Similarity constraint

Aiming at increasing the covertness of the symbols, we en-
force a spectral similarity with a prescribed unit-norm pseudo-
random sequence (denoted here as d0,k) over the frequencies
belonging to the spectral tail of the oversampled radar signal
(e.g. ≈ [750, 1500] kHz in Fig. 1a); thus the communication
signal will appear as a noise-like waveform (with a consequent
likely flat spectrum) to a hostile eavesdropper scanning the
whole spectrum in search for a transmission; the exchange of
information between the transponder and the intended receiver
will then proceed almost unnoticed. The similarity measure
adopted here is ‖Lck − Ld0,k‖2, with L being a known
matrix [20]. The structure of L which enforces the desired
spectral similarity is detailed hereinafter.

First, let Ŵ z ,
[
wT

1 wT
2 · · · wT

N̂

]T
be the N̂ × N̂

(with N̂ > MN ) Discrete Fourier Transform (DFT) matrix
whose n̂-th row (n̂ ∈ {1, . . . , N̂}) corresponds to the “dis-
crete” frequency νn̂ , n̂−1

N̂
, that is

wn̂ ,
1√
N̂

[
1 e−j2πνn̂ · · · e−j2πνn̂(N̂−1)

]
. (11)

The aforementioned DFT matrix is applied here to the zero-
padded waveforms czk ,

[
cTk 0 · · · 0

]T ∈ CN̂×1 and
dz0,k ,

[
dT0,k 0 · · · 0

]T ∈ CN̂×1, to allow a finer
spectral shaping (clearly (N̂ −MN) denotes the number of
appended zeros). Also, we underline that czk = S̄F ck and
dz0,k = S̄F d0,k hold, with S̄F ,

[
I 0

]T
being a N̂ ×MN

selection matrix.
The similarity constraint is here enforced only on a subset

of F < N̂ discrete frequencies corresponding to the additional
tail skirt of the backscattered radar signal spectrum4. This
operation is formally expressed via the linear operator Ŵ s ,
(SF Ŵ

z) applied to the generic zero-padded waveform, where
SF denotes a F ×N̂ row-selection matrix, e.g. SF ,

[
0 I

]
.

Therefore, based on Ŵ s definition, we can formulate the
similarity constraint as

‖Ŵ sczk − Ŵ sdz0,k‖2 ≤ ε k = 1, . . . ,K, (12)

where ε ≥ 0 is a tunable similarity parameter. Eq. (12) can
be also equivalently expressed in terms of the non-padded
waveforms as:

‖Ŵ ck − Ŵd0,k‖2 ≤ ε k = 1, . . . ,K, (13)

4A reasonable choice for F is given by the approximate number of discrete
frequencies not occupied by the radar signal, that is F ≈

(
M−1
M

)
N̂ .
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where Ŵ , (SF Ŵ
z S̄F ) ∈ CF×MN represents the matrix

which weights only selected frequencies and non-zero sam-
ples. Finally, we show that ε ∈ [0, 4). Indeed, an upper bound
to the left hand side of Eq. (12) is obtained as

‖Ŵ sczk − Ŵ sdz0,k‖2 ≤
(∥∥∥Ŵ sczk

∥∥∥+
∥∥∥Ŵ sdz0,k

∥∥∥)2
<
(
‖czk‖+ ‖dz0,k‖

)2
= 4 (14)

where first line follows from triangle inequality and second
inequality is achieved only when both czk and dz0,k are aligned
in the direction of the maximum (unit) eigenvalues of the ma-
trix Ψ ,

(
(Ŵ z)† (S†FSF ) Ŵ z

)
. Indeed, the aforementioned

matrix has the eigenvalue matrix corresponding to S†FSF (we
recall that Ŵ z is a unitary matrix); therefore there will be F
orthogonal directions associated to the unit eigenvalue.

E. LPI metric

In [2], a simple metric is introduced to ascertain how accu-
rately a (intentional or unintentional) receiver, with some prior
knowledge on the radar emission s(t) and the oversampling
factor M , would be able to extract the symbol embedded
within the radar backscatter. The key point is represented by
the definition of the projection matrix P̃` , (I − V`V †` ) for
each ` ∈ {1, . . . ,MN}, where V` ∈ CMN×` is the matrix
of eigenvectors corresponding to the ` largest eigenvalues5 of
SS† (cf. Eq. (7)). The assumption is that the hostile receiver
is capable of projecting the received signal yrk over the `-
th projection matrix P̃`, getting the `-th projection residue
z`k , (P̃` yrk); by doing so, it is possible to define the
normalized correlation with the n-th communication waveform
as

η`n,k ,
|c†n z`k|
‖cn‖ ‖z`k‖

` = 1, . . . ,MN − 1 , (15)

where |c†nz`k| = |α c†n P̃` ck +β c†nP̃` Sx+c†n P̃` n|. Though
not directly connected with the probability of intercept, Eq.
(15) still represents a viable tool to figure out how accu-
rately the communication waveform (embedded in the radar
backscattering) can be extracted by a eavesdropper. Precisely,
when η`n,k (for a given projection index `) gets higher values,
we may infer that cn has a higher similarity with the waveform
embedded in the received signal. In fact, first of all notice
that, by construction, the signal cn is bounded to possess a
partial correlation with the ambient backscatter; however, at
the same time, it is designed so as to increase the SIR level
at the receiver side, which basically is tantamount to enhanc-
ing the useful component with respect to the backscattering
disturbance term: hence, it is fair to expect the correlation
level with the residue P̃`Sx (which somehow encompasses
the backscatter) to be non-null but yet sufficiently limited.
Similarly, due to the independence of the radar transmission
from the white thermal noise, we reasonably guess that the
correlation between cn and the residue P̃` n is quite small.
Therefore, with reference to the proposed design technique,
our assumption is that the correlation between the signal cn

5Notice that, when ` = MN , P̃MN = 0, hence we do not consider this
projection index.

and the residue P̃`ck has a greater impact, over the actual
value of the correlation coefficient η`n,k, than the other two
aforementioned components6. Given the orthogonal projection
involved in (8), the mutual correlation between cn and the
residue P̃`ck, for k 6= n and ` = 1, . . . ,MN−1, is designed to
be extremely low. Consequently, we infer the correlation index
η`n,k to be quite small for k 6= n, for all ` = 1, . . . ,MN − 1,
at least when k 6= n; nevertheless, this supposition may be
no longer true when k = n. Therefore, in order to lower the
correlation index η`n,n, we aim at minimizing the quadratic
form c†nP̃`cn for all ` = 1, . . . ,MN − 1.

Another useful interpretation of the proposed criterion is
given by considering a different intercept metric proposed in
[3], which is based on the detection of the communication
process. More specifically, for the following hypothesis testing
problem {

H0 : y = βSx+ n

Hk : y = yrk = αck + βSx+ n
(16)

the authors of [3] define the intercept metric statistic:

ε` , (y† P̃` y) (17)

which is then compared to a suitable threshold for implement-
ing a detection test at the non-intended receiver. While it is
hard to give a complete statistical characterization of Eq. (17),
we can give an insight based on a characterization up to the
second order. Indeed, it can be shown that the mean values
under the different hypotheses are given by:

E [ε`|H0] =
β2

MN

MN−`∑
i=1

λi +
MN − `
MN

, (18)

E [ε`|Hk] = |α|2c†k P̃` ck +
β2

MN

MN−`∑
i=1

λi +
MN − `
MN

,

(19)

where λi are the (sorted) eigenvalues of Λ, while the variances
are given by:

var [ε`|H0] =
1

(MN)2
tr
[
P̃`(β

2SS† + I)2
]

; (20)

var [ε`|Hk] =
1

(MN)2
tr
[
P̃`(β

2SS† + I)2
]

+

2|α|2

MN
c†k P̃` (β2SS† + I) P̃` ck . (21)

Therefore, based on the above results, k normal (or modified)
deflection measures [21] can be obtained as:

D0,k ,
{E [ε`|Hk]− E [ε`|H0]}2

var [ε`|H0]
(22)

D1,k ,
{E [ε`|Hk]− E [ε`|H0]}2

var [ε`|Hk]
(23)

6Of course, it is not intention of the authors to claim that this statement
holds true for all the possible design approaches, since it clearly depends on
the intrapulse modulation technique adopted. Still, our simulations demon-
strate the validity of our intuition, at least with respect to the proposed
methodology.
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from which it can be inferred whether transmission of the
embedded k-th waveform can be discerned or not at the
non-intended (eavesdropping) receiver. Deflection measures
have a long history [22] and, in specific cases (such as
Gauss-Gauss shift-in-mean binary testing), they are directly
linked to the statistical power of the test under consideration.
Nonetheless, in more complicated models (as ours), their
use is somewhat arbitrary, even if literature has shown their
effectiveness in some cases. Indeed, the intuitive rationale is
that low deflections correspond to a statistic from which it can
be hardly inferred the true hypothesis only from its second
order characterization. Since the explicit expressions are

D0,k =

(
|α|2c†k P̃` ck

)2
var [ε`|H0]

, (24)

D1,k =

(
|α|2c†k P̃` ck

)2
var [ε`|H0] + 2|α|2

MN c†k P̃` (β2SS† + I) P̃` ck
, (25)

it is apparent that minimization of Di,k’s is achieved by
keeping c†k P̃` ck for each waveform as small as possible.
Therefore, the proposed measure can also virtually avoid de-
tection of established communication between the transmitter
and the intended receiver.

IV. PROBLEM FORMULATION

The idea pursued in this paper is to sequentially design REM
communication waveforms, under the orthogonal projection
constraint in (8), which jointly optimize the SER performance
(through SIR maximization) and the LPI behavior (via min-
imization of c†nP̃`cn, ` = 1, . . .MN − 1), with a spectral
similarity to a known pseudo-random sequence d0,k, and an
energy constraint.

Based on these reasons, we formulate our problem in
terms of a non-convex multi-objective (with MN objectives)
optimization for k-th waveform as [14]

P1 ,


max
ck

(
c†k(SS†)−1ck ;−{c†k P̃` ck}

MN−1
`=1

)
s.t. P⊥k−1ck = 0 , c†kck = 1 ,

‖Ŵ ck − Ŵd0,k‖2 ≤ ε ,
(26)

for k = 1, . . . ,K. The interested reader may refer to [14,
pp. 174-184] for an exhaustive introduction to the multi-
objective optimization and the scalarization technique, whereas
examples of the use of the Pareto-optimization theory for radar
applications can be found in [23], [16], [24]. The main aspect
is the possibility to get an optimal solution to the starting
vectorial problem from an optimal solution of its scalarized
version, once a suitable weight vector ζ � 0 (i.e. a component-
wise positive vector) has been defined. Precisely, let{

minx f0(x)
s.t. fi(x) ≤ 0 , hj(x) = 0 ,

(27)

be our multi-objective optimization problem, where x ∈ Rn
is the optimization variable, fi(x), i = 1, . . . ,m and hj(x),
i = 1, . . . , p are respectively the i-th inequality constraint
and the j-th equality constraint function, and f0(x) : x ∈

Rn → Rq is the vector-valued objective function whose q
components F1(x), . . . , Fq(x) can be interpreted as q different
scalar objectives, each of which we would like to minimize.
Then, an optimal solution to the vectorial problem (also known
as Pareto-optimal point) can be obtained through the following
scalar problem{

minx ζTf0(x)
s.t. fi(x) ≤ 0 , hj(x) = 0 ,

(28)

where the components of the weight vector ζ , [ζ1, . . . , ζq]
T

define the mutual weights given to each of the scalar objectives
in the optimization procedure.

Following these guidelines, P1 can be thus reduced into the
following scalarized form

P2 ,


max
ck

c†k

(
ζ1

λmax(R)
R− ζ2

λmax(P̃ )
P̃

)
ck

s.t. P⊥k−1ck = 0 , c†kck = 1 ,

‖Ŵ ck − Ŵd0,k‖2 ≤ ε ,

(29)

where ζ1
λmax(R) > 0 and ζ2

λmax(P̃ )
> 0 represent the weights,

R , (SS†)−1 and P̃ ,
∑MN−1
`=1 P̃`.

First Remark: it is worth pointing out that, in formulating
P2, we have implicitly assigned the same weight ζ2 to the
last (MN−1) components of the vectorial objective function.
Namely, ζ =

[
ζ1 ζ2 · · · ζ2

]T ∈ RMN , so that:

ζT
[
c†kRck −c†kP̃1ck · · · −c†kP̃MN−1ck

]T
=

c†k

[
ζ1R− ζ2P̃

]
ck (30)

We underline that the aforementioned weight set restriction in
P2 is only made for the of sake of simplicity and based on the
assumption that, in absence of any knowledge on the dominant
space, an interceptor should reasonably give equal confidence
to all the presumed non-dominant spaces P̃`. Indeed, the
proposed optimization approach straightforwardly applies also
in the general case ζ � 0. Equally important, we point out
that the scalar objectives in Eq. (26) are not all concave
(actually the normalized SIR is a convex function) and also the
unitary energy constraint is not affine. Consequently, the multi-
objective optimization under investigation (and consequently
the scalarized problem) is not concave. Therefore we cannot
claim that, by varying ζ � 0 (in our specific case ζ1 > 0
and ζ2 > 0), we obtain the entire Pareto trade-off surface for
the multi-objective (two-objective) optimization considered.
Nonetheless, on the converse, the optimal points found for
the scalarized problem under investigation all belong to the
Pareto frontier [14], and are thus exploited in this study for
the design of waveform ck.

Second Remark: We point out that considering all the
c†k P̃` ck in the multi-objective optimization P1 in Eq. (26)
(and with the same weight ζ2 in P2) is very important in order
to ensure a reasonable LPI behaviour. In fact, it can be shown
that the second term in Eq. (30), that is ζ2 c

†
k

[∑MN−1
`=1 P̃`

]
ck,

can be rewritten as

ζ2

MN−1∑
t=1

(MN − t) |v†tck|2 ; (31)



7

which highlights that the terms |v†tck|2 in the sum (we
underline that each term corresponds to the amount of energy
of waveform ck projected in t-th DOF) are not equally
weighted and, more specifically, higher confidence (which
implies a higher penalization) is given to DOFs associated to
smaller λt’s. Those are the DOFs where waveform “masking”
under the radar backscatter energy is less effective. Finally,
we observe that an extremely dominating LPI behaviour (viz
ζ2 is very high) in the overall objective could lead to an
excessive allocation of generic waveform energy to the DOFs
with higher values λt. In such a case, even though the radar
backscatter energy may be significant, a peaked (detectable)
spectrum could be observed from a simple spectral analysis,
thus compromising the LPI behaviour with respect to such
approach. In the latter case, enforcing a similarity constraint
becomes very important and mitigates this issue.

Third Remark: It can be shown that for P1 the inequality
constraint can be safely restricted to be ε ∈ [0, 2). Indeed the
left hand side of Eq. (12) is rewritten as:

‖Ŵ sczk − Ŵ sdz0,k‖2 = (32)

(czk)†Ψ czk + (dz0,k)†Ψdz0,k − 2<
{

(czk)†Ψdz0,k
}

We then consider a generic feasible solution for czk = ak of
P1, such that ‖Ŵ sak − Ŵ sdz0,k‖2 ∈ [2, 4). It is not difficult
to show that the vector czk = −ak has the following properties:
(i) it is also a feasible solution for P1, (ii) all the objectives of
P1 attain the same values as in the case of czk = ak and more
importantly (iii) ‖−Ŵ sak−Ŵ sdz0,k‖2 ∈ [0, 2) (this readily
follows from sign change of real part in Eq. (32)). Therefore,
without loss of generality, we will consider ε ∈ [0, 2) in the
following of the paper.

A waveform ck optimizes P2 iff it is optimal for P3, defined
as

P3 ,


max
ck

c†k T (γ) ck

s.t. P⊥k−1 ck = 0 , c†kck = 1 ,

‖Ŵ ck − Ŵd0,k‖2 ≤ ε ,
(33)

where T (γ) , (R − γP̃ ) and γ , ζ2
ζ1

λmax(R)

λmax(P̃ )
> 0. The

aforementioned claim is evident since the objective functions
of P2 and P3 are proportional and additionally the feasible
sets are the same.

Due to the first constraint, there exists a waveform ĉk ∈
C(L−k+1) such that ck = Uk−1ĉk, where Pk−1 = Uk−1U

†
k−1

(i.e. the column matrix of eigenvectors associated to the
projector Pk−1). Hence, P3 can be reformulated as max

ĉk

ĉ†k

[
U †k−1T (γ)Uk−1

]
ĉk

s.t. ĉ†kĉk = 1 , ‖ŴUk−1ĉk − Ŵd0,k‖2 ≤ ε ,
(34)

where we have exploited U †k−1Uk−1 = I in expressing
concisely the equality constraint. Also, from inspection of (34),
it is apparent that the similarity vector should be defined as
d0,k , Uk−1dk/‖Uk−1dk‖, with dk ∈ C(L−k+1)×1 being
a pseudo-random vector. Indeed, both the projection and the
normalization operations involved in the definition of d0,k are
necessary to make feasible the optimization problem, since the

similarity vector has to be a direction vector belonging to the
same subspace of ck. Problem (34) can be further recast as

P4 ,



max
ĉk

ĉ†k

[
U †k−1 T (γ)Uk−1

]
ĉk

s.t. ĉ†kĉk = 1 ,

ĉ†k

[
−U †k−1Ŵ †ŴUk−1

]
ĉk +

2<
{[
U †k−1Ŵ

†Ŵd0,k

]†
ĉk

}
+(

ε− d†0,kŴ †Ŵd0,k

)
≥ 0 .

(35)

Obviously, if ĉ?k is optimal for P4, then c?k = Uk−1ĉ
?
k is opti-

mal for P2, and viceversa. Hence, without loss of generality,
we will focus on P4 hereinafter. In particular, let us consider
the following equivalent (homogeneous) Quadratically Con-
strained Quadratic Programming (QCQP) reformulation:

P5 ,



max
ĉk,t

tr (Q0X)

s.t. tr (Q1X) ≥ 0 , tr (Q2X) = 1 ,

tr (Q3X) = 1 ,

X ,

[
ĉkĉ
†
k t∗ĉk

tĉ†k |t|2

]
,

(36)

where the matrices Qi are defined as follows:

Q0 ,

[
U †k−1T (γ)Uk−1 0

0 0

]
,

Q1 ,

−U †k−1Ŵ †ŴUk−1 U †k−1Ŵ
†Ŵd0,k(

U †k−1Ŵ
†Ŵd0,k

)†
ε− d†0,kŴ †Ŵd0,k

 ,
Q2 ,

[
I 0
0 0

]
, Q3 ,

[
0 0
0 1

]
. (37)

Both P4 and P5 share the same optimal values (the proof is
given in Appendix A), i.e. v(P4) = v(P5).

Therefore, in order to obtain an optimal solution to P2 it
suffices to focus on P5. Precisely, we can find an optimal
solutionX? to P5 in two (computationally efficient) steps. The
first step involves the solution of the following semidefinite
programming problem [25], which is evidently the SemiDefi-
nite Relaxation (SDR) of P5 obtained from dropping the rank-
one constraint on X:

P6 ,


max
X

tr (Q0X)

s.t. tr (Q1X) ≥ 0 , tr (Q2X) = 1 ,

tr (Q3X) = 1 , X � 0 .

(38)

The second step consists in the application of a rank-
one matrix decomposition theorem [17, Thm. 2.3] (re-
ported in the following lemma) in order to obtain a vec-
tor x? =

[
(z?)T y?

]T
, where x?(x?)† corresponds to a

specific rank-one projection of the optimal solution to P6,
denoted here Xsdr. This operation is denoted by x? =
D (Xsdr,Q0,Q1,Q2,Q3) hereinafter. Such theorem ensures
(under certain assumptions, specified in the following) the
existence (and gives a constructive procedure to build it) of
a rank-one solution x?(x?)†, obtained starting from Xsdr,
which attains the same value of the objective and still sat-
isfies all the constraints. Therefore, x?(x?)† = X? holds.
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Finally, an optimal solution for P3 is found as ĉ?k = z?/y?,
and accordingly an optimal solution to P2 is obtained as
c?k = Uk−1ĉ

?
k.

Lemma 1. Let X ∈ HN (N ≥ 3) be a non-zero N × N
matrix such that X � 0 and let Ai ∈ HN×N , i ∈ {1, 2, 3, 4},
and suppose that

[
tr(Y A1) · · · tr(Y A4)

]T 6= 0, for any
non-zero matrix Y ∈ HN , Y � 0. Then,

• if rank(X) ≥ 3, one can find, in polynomial time, a
rank-one matrix xx† such that x (whose dependence
is underlined as x = D1 (X,A1,A2,A3,A4) ) is in
R(X), and

x†Ai x = tr (XAi) , i ∈ {1, 2, 3, 4}; (39)

• if rank(X) = 2, for any z /∈ R(X), one can find a
rank-one matrix xx† such that x (whose dependence is
underlined as x = D2 (X,A1,A2,A3,A4) ) is in the
linear subspace spanned by {z} ∪ R(X), and

x†Ai x = tr (XAi) , i ∈ {1, 2, 3, 4}. (40)

Remark: We recall that applicability of Lem. 1 requires
both P6 and its dual to be solvable [17]. To this end, it
suffices to show that there exists a pair {ĉk, t} which is
strictly feasible for P5, with one example represented by
{ĉk, t} = {U †k−1 d0,k, 1}. Then, strictly feasibility of P6 (i.e.
the corresponding SDR) is ensured via construction of the
matrix

XF , (1− ξ)Uc (e1e
†
1)U †c +

ξ

L− k + 1
Uc (I − e1e†1)U †c ,

(41)
where we have denoted e1 ,

[
1 0 · · · 0

]T
and

Uc ,

[
UF 0
1T 1

]
, (42)

which is built starting from the unitary matrix UF ,[
ĉk u1 · · · uL−k

]
. It can be easily verified that XF � 0

and also complies with the equality constraints in P6. Fur-
thermore, the tunable parameter ξ > 0 in Eq. (41) can be
made sufficiently small to satisfy the inequality constraint
tr (Q1XF ) > 0. Differently, strict feasibility of the dual SDR,
denoted here as DP6, can be easily verified from its direct
inspection:

DP6 ,


min

y1, y2, y3
(y2 + y3)

s.t. (−y1Q1 + y2Q2 + y3Q3 −Q0) � 0 ,
y1 ≥ 0

(43)
It is apparent that proper combination (through y2 and y3)
of Q2 and Q3 ensures positive definiteness and thus, strict
feasibility.

Finally, in Alg. 1 we summarize the (sequential) procedure
leading to an optimal solution to P2.

V. PERFORMANCE ANALYSIS

In the present section, we assess the reliability and the
covertness of REM communication waveforms cAlg1

k , for k =
1, . . . ,K, produced through Alg. 1, in terms of SER and
Intercept Metric (IM).

Algorithm 1 Algorithm to solve the radar waveform design
problem P2.

Input: L, M , S, Uk−1, Ŵ , d0,k, ε, γ;
Output: An optimal solution c?k to problem P2;

1) solve problem P6, getting a solution Xsdr;
2) find x? = D (Xsdr,Q0,Q1,Q2,Q3); let x? =[

(z?)T y?
]T

;
3) set ĉ?k = z?/y?.
4) return c?k = Uk−1ĉ

?
k.

A. Simulation setup

For our comparison we consider a unitary norm LFM pulse
as the incident radar signal, with a duration T = 133 µs,
bandwidth B = 750 kHz, and a chirp rate Ks = ( 750

133 × 109)
Hz/s; when sampled at Nyquist rate fs = B, we obtain the
following discrete-time representation of s(t):

s(n) =
1√
N
ej2π

Ks
2 ((n−1)/fs)2 , n = 1, . . . , N, (44)

where N = 100. Differently, the signal is oversampled by
the tag with a factor M = 2, thus resulting in additional
DOFs. Clearly, an analogous discrete-time representation as
Eq. (44) is obtained at the tag when substituting fs = MB and
N = 200 samples. The number of communication waveforms
(symbols) is set to K = 4 (2 bits). As explained in Sec.
II, the ambient radar scatter x and noise n are modeled as
x ∼ CN (0, 1

MN I) and n ∼ CN (0, 1
MN I), and the average

power of the embedded communication signal, the ambient
radar scatter (the interference), and the noise in (2) are each
scaled to achieve the desired levels of SIR and SNR. Otherwise
stated, given the received signal model yrk of (2), we consider
αk =

√
SNR and β =

√
SNR/SIR. Furthermore, we set

L = 100. Finally, with reference to the similarity constraint
in Eq. (13), we set N̂ = 8MN and F = 4MN + 6 = 806,
respectively.

For completeness of comparison, we report the SER and the
interception curves for the following four design techniques:

1) the “Eigenvectors-As-Waveform” (EAW) approach of
[2], where the K eigenvectors corresponding to the
smallest K eigenvalues are used as communication
symbols. Namely, cEAW

k , vk, k = 1, . . . ,K, with
v1, . . . ,vK being the eigenvectors associated with the
K smallest eigenvalues.

2) the “Weighted-Combining” (WC) approach of [2], where
the K symbols are drawn out properly weighting a set
of L non-dominant eigenvectors with different weight
vectors bk ∈ CL×1, k = 1, . . . ,K, known only to the
tag and the intended receiver. Namely, letting VND =
[v1 . . .vL], cWC

k , VND bk, k = 1, . . . ,K. In what
follows, we draw bk ∼ CN (0, I), and cWC

k is scaled
to have unitary norm.

3) the DP approach of [2], where the K waveforms are
sequentially designed by “projecting away” from the
(accumulated) whole dominant space a set of pseudo-
random vectors dDP

k ∈ CMN×1, k = 1, . . . ,K, available
only at the tag and the intended receiver. Precisely,
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cDP
k , Pk−1d

DP
k , k = 1, . . . ,K. In the following,

dDP
k ∼ CN (0, I), and cDP

k is scaled to have unitary
norm.

4) the minimum LPI approach, where the K communi-
cation waveforms are devised so as to minimize the
intercept metric (15) for all the projection matrices P̃`,
` = 1, . . . ,MN−1. Namely, cLPI

k is an optimal solution
for the optimization problem7:

PLPI ,


min
ck

c†kP̃ ck

s.t. P⊥k−1ck = 0, c†kck = 1,

‖Ŵ ck − Ŵd0,k‖2 ≤ ε,
(45)

where the matrix P̃ , accounting for the weighted sum
of the projection matrices, is defined as in P2.

As to the filtering strategy, following the hint of [2], we assume
that the intender receiver may employ:
• a MF, i.e., wk = ck, k = 1, . . . ,K;
• a DF8, i.e., wk = (CC†)−1ck, k = 1, . . . ,K, where
C , [S c1 . . . cK ].

Given the received signal yr, at the receiver side an embedded
communication symbol c is extracted as

c , arg max
{c1,c2,...,cK}

|w†k yr|. (46)

Thus, for each of the aforementioned waveform design
technique, the following experiments have been considered:
• for what concerns the evaluation of the SER performance,

firstly we design 10 sets of K communication symbols9;
then, for each set, we consider 105 independent identi-
cally distributed (iid) realizations of the noise and the in-
terference impairments, which results in 105 iid instances
of the received signal yrk. Aiming at a fair comparison,
we use the same disturbance set for all the K symbols:
by doing so, we intent to test their effectiveness under the
same impairment conditions. For each of the K×105 real-
izations of the received signal, we apply the decision rule
(46), and declare a successful transmission only when c
effectively equals the transmitted waveform (namely, the
embedded communication symbol is correctly extracted).
The SER performance is, hence, evaluated accordingly.
Finally, the SER is averaged over the total number of
available sets. The experiment is performed for three
different values of SIR (that is, SIR ∈ {−40,−35,−30}
dB), assuming an SNR ∈ [−15, 0] dB.

• for what concerns the evaluation of the intercept metric
(15), we first generate 10 different sets of K symbols10;

7Clearly, also PLPI can be solved optimally in an efficient way, similarly
as for P2.

8In what follows we do not report the performance for the filter which
maximizes the SIR in Eq. (5), that is wk = (SS†)−1ck . The reason is that
nearly identical behaviour to the DF has been observed numerically in the
considered scenarios.

9Different sets of K symbols correspond to different instances for the
random vectors bk , dDP

k , and dk , respectively for WC, DP, and Alg. 1
approaches. By iterating the experiment over a multitude of possible sets,
we aim at reducing the variation of SER with respect to set selection.

10As for the SER evaluation, we iterate the experiment over a multitude of
possible sets in order to reduce the variation of the intercept metric (15) with
respect to set selection.

then, for each set, we consider 200 iid realizations of
the noise and the interference components, and assume
that the waveform corresponding to the index k = 1 is
transmitted by the tag11. This results in 200 realizations
of the received signal y1r = α1c1 +βSx+n for each of
the 10 sets. The LPI behavior of the devised symbol is,
therefore, estimated by ascertaining the intercept metric
through Eq. (15) and averaging it over the total number of
disturbance realizations and the total number of available
sets. The experiment is performed assuming SIR = −35
dB and SNR = −10 dB.

B. Simulation results

In Figs. 2, 3, and 4, we analyze the SER vs. SNR for the
symbols cAlg1

k , for different values of the similarity parameter
ε and the Pareto weight γ (when either a MF or a DF is
employed at the receiver side) and compare the results with
those achieved by cLPI

k (in Figs. 2, 3, and 4), cEAW
k (in Figs.

2), cWC
k (in Figs. 3), and cDP

k (in Figs. 4). More specifically,
Figs. 2-a1, 2-b1, 2-c1, and 2-d1 refer to the MF, for ε = 0.01,
0.05, 0.1, and 0.5, respectively. Conversely, Figs. 2-a2, 2-b2,
2-c2, and 2-d2 refer to the DF, for ε = 0.01, 0.05, 0.1, and
0.5, respectively. The same structure has been adopted for the
plots shown in Figs. 3 and Figs. 4. With reference to cAlg1

k , we
report the results for γ = 0, γ = 2, and γ = 2.3, respectively.

A first inspection of the curves obtained with cAlg1
k reveals

that lower SER is achieved with small values of γ; such
behavior is a direct consequence of the mediative role of
the Pareto weight between the two actors involved in the
optimization problem. In fact, the importance of the reliability
of the embedded communication over its covertness grows
considerably as γ is decreased (we recall that these features are
represented respectively by the the maximization of the first
component and the minimization of the remaining components
of the vectorial optimization function of P1) ; hence, we expect
higher interception probabilities to be swapped for lower SER
values. Indeed, in the extreme case (γ, ε) = (0, 2), we expect
that SER performance will attain those of EAW. This can
be explained since in the mentioned scenario the similarity
constraint is not active and γ = 0 implies sequential (output)
SIR maximization, whose closed form solution is the EAW
design itself.

This intuition is partially confirmed by a comparison of the
results obtained for different similarity parameters. Indeed,
the plots highlight the capability, of the proposed approach,
to attain remarkable SER improvements (namely, to ensure
more and more reliable communications) as ε increases, when
γ ∈ {0, 2}. Conversely, when higher values of γ are adopted
(for instance, γ = 2.3), the symbols cAlg1

k experience a
partial loss in terms of SER profiles (on behalf of more
and more covert embedded transmissions), which becomes
heavier as the similarity constraint is loosen. For instance,
with reference to the MF, we can easily observe this effect
by a comparison of Figs. 2-a1, 2-b1, 2-c1, and 2-d1; the
same phenomenon occurs when a DF is employed (see Figs.

11Indeed, it has been observed numerically that considering other wave-
forms in the set leads to similar behaviours in terms of intercept curves.
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2-a2, 2-b2, 2-c2, and 2-d2). This is not surprising, since
relaxing the similarity constraint is tantamount to enlarging
the feasible set: hence, additional DOFs are at disposal for the
optimization procedure, which can be potentially exploited to
further refine the most relevant components of the vectorial
optimization function. Specifically, when the relative weight
of the interception feature is more prominent (γ is large),
we expect that the additional DOFs are spent to lower the
interceptability of the transmission, of course to the detriment
of its intelligibility. The inverse happens when the reliability
characteristic assumes greater importance (γ is small): the
error rates diminish since higher SIR values are attained, in
response to the widening of the similarity set. On the other
hand, when ε is taken to be very small, it is expected (as
confirmed by simulations) that both cAlg1

k and cLPI
k design

collapse to a DP design, since the similarity constraint enforces
a strict similarity to noise-like waveforms which are made
weakly-correlated and orthogonal to the dominant space (this
is indeed the natural outcome of the constraint P⊥k−1ck = 0,
k = 1, . . .K). From the analysis, we can also ascertain the
effectiveness of the interference cancellation capability of the
DF over the MF for all the considered waveform designs,
since the former filtering strategy substantially outperforms
the latter.

Furthermore, SER of EAW approach is identical with both
MF and DF, and is lower than that achieved with Alg. 1.
Indeed the symbols cEAW

k exploit the eigenvectors possessing
the least correlation with the ambient backscatter; hence,
they are more easily “pulled out” from the received signal
than cAlg1

k (which are instead designed to exhibit a partial
correlation with the ambient backscatter). Also, since each
waveform cEAW

k is associated to a distinct eigenvector of SS†,
EAW does not get any profit from the cancellation (pre-
whitening) capability provided by the DF (i.e. cEAW

k already
provide interference suppression). On the other hand, when
γ ∈ {0, 2}, the proposed approach is comparable with, or
totally outperforms, both WC and DP strategies in terms of
reliability. This outcome can be easily explained noticing that,
for the above values of γ, the SIR levels attained with the
codes cAlg1

k are still higher than those achieved by cWC
k and

cDP
k . Therefore, even if all the three techniques possess a partial

correlation with the ambient backscatter (in spite of EAW), the
proposed waveform design still allows for easier extraction of
the embedded symbol for the intended receiver. When γ = 2.3,
we experience a SER loss with respect to EAW, WC, and
DP approaches; as already highlighted, this loss is due to the
existing trade-off between the SER profile and the covertness
capability of the tag: we presume that this loss will be payed
off with lower probabilities of interception. Finally, we observe
that, when a MF is adopted, cLPI

k achieves similar SER to cAlg1
k

for γ = 2.3; different situation occurs, instead, with the DF.
In Figs. 5, 6, and 7, we show the IM of the symbols cAlg1

k ,
for ε ∈ {0.01, 0.05, 0.1, 0.5} and γ ∈ {0, 2, 2.3}, and compare
the results with those obtained by the codes cLPI

k (in Figs. 5,
6, and 7), cEAW

k (in Figs. 5), cWC
k (in Figs. 6), and cDP

k (in
Figs. 7). The trend of the proposed technique is in line with
that displayed in the above analysis. Specifically, higher values
of γ correspond to lower correlation values for waveform

1 obtained with Alg. 1, and the IM of cLPI is approached
in this case, which denotes the actual lower bound for the
considered figure of merit (cf. Fig. 5-a). Hence, it is possible
to prevent that an hostile eavesdropper could neither extract the
embedded signal nor actually get aware of the transmission.
From this point of view, our approach surpasses EAW, WC,
and DP, substantially always ensuring lower correlation values
when γ is sufficiently big. On the other hand, the covert-
ness capabilities of the embedded communication worsen for
smaller weights, since the SIR component is advantaged in the
optimization procedure (however the IM is quite low, thus a
covert conversation is still virtually possible). Moreover, the
correlation values for waveforms 2, 3, and 4 are smaller:
this implies that an intended receiver, provided a previous
knowledge of the related symbols, would be easily able to
discern which is the symbol embedded in the actual received
signal, resorting to a coherent filtering.

By relaxing the similarity constraint (viz. increasing ε), this
trend becomes more evident (cf. Figs. 5-a, 5-b, 5-c, and 5-d).
In particular, when γ = 2.3 the proposed procedure ensures
a more covert transmission; differently, the reverse effect is
displayed for γ ∈ {0, 2}, where slightly higher correlation
values are obtained for all the waveforms. These results con-
firm our previous insight: worse SER profiles can be swapped
for better intercept features by properly tuning the weight
γ. Furthermore, by increasing the similarity parameter, more
DOFs are obtained due to the enlargement of the feasible set,
which are spent to emphasize, in the optimization problem, the
property holding the greatest importance. As to the reference
design technique, when γ is kept limited, Alg. 1 basically
outperforms EAW approach for all the settings of ε; however,
it displays a behavior comparable to those of WC and DP only
when the similarity constraint is sufficiently tight (ε < 0.1, for
the case at hand), once again displaying the conflicting nature
of the two actors involved in our optimization problem.

Summarizing, our analysis has shown that, by properly
adjusting both the similarity level and the Pareto weight,
the proposed design strategy proves to be better than, or
at least comparable with, the EAW, the WC, and the DP
approaches, in terms of covertness and reliability of a radar
embedded communication between the tag and the intended
receiver. Equally important, EAW, DP, WC and minimum LPI
approaches can be seen as special instances of cAlg1

k when
γ and ε are set to “extreme” values, thus confirming the
generality of the proposed waveform design framework.

C. Computational complexity

Finally, we discuss here the computational complexity of
the proposed approach and of the other considered alternatives.
Firstly, we observe that the heavier (in terms of complexity)
step for the design of the waveform set of both EAW and WC
approaches is represented by the eigendecomposition of the
correlation matrix SS†. Thus their complexity is dominated
by the term O((MN)3).

Secondly, the complexity of the DP approach is dom-
inated by the K eigendecompositions required to project
each waveform onto the (updated) non-dominant space. In



11

other words, for the k-th waveform, the eigendecomposi-
tion SP,k−1S

†
P,k−1 = VP,k−1ΛP,k−1V

†
P,k−1 is evaluated,

where SP,k−1 ,
[
S c1 · · · ck−1

]
∈ CMN×(2MN+k−2).

Therefore, its overall complexity is dominated by the term
O(K(MN)3).

Thirdly, we remark that the proposed approach will first
require similar (in terms of complexity) eigendecomposi-
tions as the DP approach. Thus, the complexity required
for the pre-processing of each sequential step is given by
O((MN)3). Also, the k-th sequential optimization has been
proved to share a worst-case order computational complexity
O((L − k + 1)4.5 log(1/ξ)), (ξ being the desired accuracy
for the solution of the SDR) [26]. Furthermore, a (lower)
complexity O((L − k + 1)3) is required for application of
the rank-one decomposition theorem [17]. Therefore, the com-
putation of the entire waveform set requires a complexity of
O(
∑K
k=1(L−k+1)4.5 log(1/ξ)). Therefore, collecting all the

terms provides:

O

(
K(MN)3 +

K∑
k=1

[
(L− k + 1)4.5 log

(
ξ−1
)])

(47)

VI. CONCLUSIONS

In the present paper, we have focused on intrapulse REM
communication, where the incident radar illumination is re-
modulated, through an RF tag/transponder, into one of K
information symbols. First, we have exploited the radar
backscatter, so that the devised symbols would posses a certain
correlation with the ambient electromagnetic environment,
which ensures a certain stealthiness level to the transmission.
Then, we have devised our communication waveforms in
accordance to the following criterion: jointly constrained opti-
mization of both the reliability of the transmission (through the
maximization of the SIR) and the covertness of the communi-
cation (through the minimization of an intercept metric). The
problem has been formulated in terms of a non-convex multi-
objective optimization problem with two quadratic constraints.
Hence, radar codes have been constructed as Pareto-optimal
points of the aforementioned problem through the scalariza-
tion procedure. At the analysis stage, we have evaluated the
performance of the new algorithm in terms of SER and LPI
performance. The results have shown the capability of the
proposed approach to suitably trade-off the reliability and the
covertness features of the established communication.

Possible future research tracks might concern the extension
of the framework to situations where it is also necessary to
account for the multipath effects, and/or where it is neces-
sary to force additional constraints on the structure of the
radar waveform. Additionally, design of transmit-receive filters
which account for the discovery of a tag transmission (as in
[3]) and for possible timing uncertainties at the receiver will
be object of future studies.
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Figure 2: SER vs SNR (dB); SIR = −30 dB (continuous
lines); SIR = −35 dB (dashed lines); SIR = −40 dB (dotted
lines). EAW:  -marked curves; Alg. 1, γ = 0: ∗-marked
curves; Alg. 1, γ = 2: ◦-marked curves; Alg. 1, γ = 2.3:
�-marked curves; min. LPI: x-marked curves. a1) ε = 0.01,
MF; a2) ε = 0.01, DF; b1) ε = 0.05, MF; b2) ε = 0.05, DF.
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Figure 2: SER vs SNR (dB); SIR = −30 dB (continuous
lines); SIR = −35 dB (dashed lines); SIR = −40 dB (dotted
lines). EAW:  -marked curves; Alg. 1, γ = 0: ∗-marked
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Figure 3: SER vs SNR (dB); SIR = −30 dB (continuous
lines); SIR = −35 dB (dashed lines); SIR = −40 dB (dotted
lines). WC:  -marked curves; Alg. 1, γ = 0: ∗-marked curves;
Alg. 1, γ = 2: ◦-marked curves; Alg. 1, γ = 2.3: �-marked
curves; min. LPI: x-marked curves. a1) ε = 0.01, MF; a2)
ε = 0.01, DF; b1) ε = 0.05, MF; b2) ε = 0.05, DF.
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Figure 3: SER vs SNR (dB); SIR = −30 dB (continuous
lines); SIR = −35 dB (dashed lines); SIR = −40 dB (dotted
lines). WC:  -marked curves; Alg. 1, γ = 0: ∗-marked curves;
Alg. 1, γ = 2: ◦-marked curves; Alg. 1, γ = 2.3: �-marked
curves; min. LPI: x-marked curves. c1) ε = 0.1, MF; c2)
ε = 0.1, DF; d1) ε = 0.5, MF; d2) ε = 0.5, DF.
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Figure 4: SER vs SNR (dB); SIR = −30 dB (continuous
lines); SIR = −35 dB (dashed lines); SIR = −40 dB (dotted
lines). DP:  -marked curves; Alg. 1, γ = 0: ∗-marked curves;
Alg. 1, γ = 2: ◦-marked curves; Alg. 1, γ = 2.3: �-marked
curves; min. LPI: x-marked curves. a1) ε = 0.01, MF; a2)
ε = 0.01, DF; b1) ε = 0.05, MF; b2) ε = 0.05, DF.
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Figure 4: SER vs SNR (dB); SIR = −30 dB (continuous
lines); SIR = −35 dB (dashed lines); SIR = −40 dB (dotted
lines). DP:  -marked curves; Alg. 1, γ = 0: ∗-marked curves;
Alg. 1, γ = 2: ◦-marked curves; Alg. 1, γ = 2.3: �-marked
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Figure 5: Intercept metric. Waveform 1 (dotted lines); wave-
form 2 (dashed lines); waveform 3 (dot-dashed lines); wave-
form 4 (continuous lines). EAW: x-marked blue curves; Alg.
1, γ = 0: ◦-marked red curves; Alg. 1, γ = 2: �-marked
black curves; Alg. 1, γ = 2.3:  -marked green curves; min.
LPI: ∗-marked magenta curves. a) ε = 0.01; b) ε = 0.05; c)
ε = 0.1; d) ε = 0.5.
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Figure 6: Intercept metric. Waveform 1 (dotted lines); wave-
form 2 (dashed lines); waveform 3 (dot-dashed lines); wave-
form 4 (continuous lines). WC: x-marked blue curves; Alg. 1,
γ = 0: ◦-marked red curves; Alg. 1, γ = 2: �-marked black
curves; Alg. 1, γ = 3:  -marked green curves; min. LPI: ∗-
marked magenta curves. a) ε = 0.01; b) ε = 0.05; c) ε = 0.1;
d) ε = 0.5.
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Figure 7: Intercept metric. Waveform 1 (dotted lines); wave-
form 2 (dashed lines); waveform 3 (dot-dashed lines); wave-
form 4 (continuous lines). DP: x-marked blue curves; Alg. 1,
γ = 0: ◦-marked red curves; Alg. 1, γ = 2: �-marked black
curves; Alg. 1, γ = 2.3:  -marked green curves; min. LPI: ∗-
marked magenta curves. a) ε = 0.01; b) ε = 0.05; c) ε = 0.1;
d) ε = 0.5.

APPENDIX A
EQUIVALENCE OF P4 AND P5

Let us assume that
[
(z?)T y?

]T
is optimal to P5; then, it

follows that c? = z?/y? is feasible to P4, since:

tr
(
Q1

[
z?

y?

] [
(z?)† (y?)∗

])
≥ 0

⇔ tr

−U †k−1Ŵ †ŴUk−1 U †k−1Ŵ
†Ŵd0,k(

U †k−1Ŵ
†Ŵd0,k

)†
ε− d†0,kŴ †Ŵd0,k


[
z?(z?)† (y?)∗z?

y?(z?)† |y?|2
])
≥ 0

⇔ (z?)†(−U †k−1Ŵ
†ŴUk−1) z?+

2<
{

(y?U †k−1Ŵ
†Ŵd0,k)†z?

}
+

|y?|2(ε− d†0,kŴ
†Ŵd0,k) ≥ 0

⇔ (c?)†(−U †k−1Ŵ
†ŴUk−1) c?+

2<
{

(U †k−1Ŵ
†Ŵd0,k)†c?

}
+

(ε− d†0,kŴ
†Ŵd0,k) ≥ 0 (48)

tr
(
Q2

[
z?

y?

] [
(z?)† (y?)∗

])
= 1⇔

tr
([
I 0
0 0

] [
z?(z?)† (y?)∗z?

y?(z?)† |y?|2
])

= 1⇔

tr
(
(z?)†z?

)
= 1 = |y?|2 ⇔ (c?)†c? = 1 . (49)
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tr
(
Q3

[
z?

y?

] [
(z?)† (y?)∗

])
= 1⇔

tr
([

0 0
0 1

] [
z?(z?)† (y?)∗z?

y?(z?)† |y?|2
])

= 1⇔ |y?|2 = 1 ; (50)

Therefore, v(P5) ≤ v(P4). Conversely, if c? is the optimal to
P4, it can be shown that [(c?)T 1]T is feasible to P5. Indeed:

(c?)†c? = 1⇔ tr
([
I 0
0 0

] [
c?

1

] [
(c?)† 1

])
= 1 ; (51)

tr
([

0 0
0 1

] [
c?

1

] [
(c?)† 1

])
= 1 ; (52)

(c?)†(−U †k−1Ŵ
†ŴUk−1) c?+

2<
{

(U †k−1Ŵ
†Ŵd0,k)†c?

}
+ (ε− d†0,kŴ

†Ŵd0,k) ≥ 0

⇔ tr

−U †k−1Ŵ †ŴUk−1 U †k−1Ŵ
†Ŵd0,k(

U †k−1Ŵ
†Ŵd0,k

)†
ε− d†0,kŴ †Ŵd0,k


[
c?(c?)† c?

(c?)† 1

])
≥ 0 . (53)

Hence, v(P4) ≤ v(P5). Therefore, we can conclude that
v(P4) = v(P5).
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